NHOOPMALNMOHHASA MAMATKA J1JIAA OBYYAIOIUXCA 1JIs1 PASMELINEHUS HA
OPUINNAJIBHBIX THTEPHET-PECYPCAX

C KaKbIM I'OJOM MOJIOACKH B UHTCPHETEC CTAHOBUTCH 60J'H)IHC, a MKOJIbHUKH OAHH M3 CaMBbIX aKTHBHBIX
IOJIb30BaTEIICH PyHeTa. Mexq:[y TEM, IOMUMO OI'POMHOI'0 KOJIMYECTBA BO3M0)KHO0T6]7[, HUHTCPHET HECECT U
HpO6J'IeMI)I. ODTa mamsTKa JOJIKHa IIOMOYb Tebe 6e30macHo HaXOJUTBCA B CETH.

KoMnbroTepHbie BUPYChI

KoMmrbroTepHsIii BUPYC - 3TO Pa3HOBUAHOCTH KOMIIBIOTEPHBIX MTPOTPaMM, OTIIMUUTEIFHONH 0COOEHHOCTBIO KOTOPOM
SIBIISIETCS CIIOCOOHOCTH K Pa3MHOXKEHHIO. B JToNoNHEHne K 3TOMY, BUPYCHI MOT'YT MOBPEAHUTH WIIH TIOTHOCTHIO
YHUUTOXXUTH BCce (aiiiibl U JaHHBIE, TOAKOHTPOJILHBIE MTOJIH30BATENI0, OT UMEHH KOTOPOro Oblja 3aItylieHa
3apa)keHHas MporpamMMa, a TaKXKe MOBPEANTh WIIM JlaKe YHUUTOXHUTh ONEPALMOHHYIO CUCTEMY CO BCceMH (aiiiamMu B
1esoM. B GonbIIMHCTBE ClIydyaeB pacIpoCcTPaHAIOTCS BUPYCHI Yepe3 HHTEPHET.

Mertozap! 3aIIUTHl OT BPEAOHOCHBIX IPOTrPaMM:

1. Mcnonb3yit coBpeMEeHHbIE ONEepalOHHbIE CUCTEMBI, HMEIOIIIE CEPhE3HBIH YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX
MIporpamm;

2. [TocrosiHHO ycTaHaBNMBal NauTH (U(POBBIE 3aIUIATKH, KOTOPhIE aBTOMAaTHYECKH YCTAHABIUBAIOTCSI C IIENBIO
JOpabOTKY MPOTpaMMBbI) U ApYrue OOHOBJICHHSI CBOEH OrepaliMoHHOM cucteMbl. CKaulBai X TOJNBKO C
ounmanpHoro caiira paspaborunka OC. Eciu cyiiecTByer pexxuM aBTOMAaTH4eCKOro OOHOBJICHUS, BKITFOUYH €ro;
3. PaGoraii Ha cCBOeM KOMITBIOTEpE IO]1 IPaBaMU MOJIb30BATENS, a HE a/IMUHUACTPATOPa. JTO HE TMO3BOJIIUT
OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMM WHCTAJUIMPOBATHCS Ha TBOEM NEPCOHATBHOM KOMITHIOTEDE;

4. Vcnonp3yit aHTUBUPYCHBIE IPOrPaMMHBIE TPOIYKTHI U3BECTHBIX MPOU3BOAUTENEH, C aBTOMAaTHYECKUM
00HOBJIEHHEM 0a3;

5. Orpanu4pb (HPU3HYECKUH JOCTYI K KOMIIBIOTEPY UL TOCTOPOHHUX JIHLL;

6. Mcnonp3yii BHEIIHNE HOCUTEIN HH(POPMAaLUHK, TaKue Kak (Jelka, TUCK Wi (aiin u3 HHTepHeTa, TONbKO U3
IIPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBaii KOMIBIOTEPHBIE (aiiibl, MOJTy4eHHbIC U3 HEHAIKHBIX UCTOUHHUKOB. Jlaxe Te (aiiibl, KoTopble
MIpUCIall TBOM 3HAKOMBIN. JlydIie yTO4HH y HETO, OTIIPABIISLI JIH OH TeOe HX.

Cetn WI-FI

Wi-Fi - 310 He BHI Mepeaaun TaHHBIX, HE TEXHOIOTHS, & BCETo JHIb Oper, Mapka. Emie B 1991 roxy
HUJIepIIaH/IcKas KomnaHus 3apeructpupoBaia openn "WECA", uro o603Hauano cnoBocoderanue "Wireless
Fidelity", koTopblit epeBoANTCS Kak "OecrpoBOIHASI TOYHOCTB'.

Jlo Hamiero BpeMeHH JoluIa Ipyras abOpeBHaTypa, KOTopas sBJsIeTCs Takoi xe TexHoiorued. Oto abbpeBuaTypa
"WiFi". Takoe Ha3BaHue OBLIO JaHO C HAMEKOM Ha CTAaHIApT BhICIIeH 3ByKoBoi TexHuku Hi-Fi, uto B mepeBoze
O3Ha4aeT "BBICOKAsi TOYHOCTH .

Ja, GecruiaTHBI HHTEPHET-TOCTYII B Kade, OTeIIX U adpONopTax ABISETCS OTIIMYHON BO3MOXKHOCTBIO BBIXO/IA B
uHTEepHET. HO MHOTHE 3KCIIEPTHI CUHUTAIOT, 9TO obmenoctymabie Wi-Fi cetn He ABISIOTCS Oe30MacHBIMIL.

Cogersl 110 6€30MaCHOCTH PaboTHI B 001Ie10CTyHBIX ceTsix Wi-fi:

1. He mepenasaii cBoro muunyro uHpOpManuio aepes odmenoctymnasie Wi-Fi cern. Paboras B HUX, KeTaTeIbHO HE
BBOJIUTH MApOJIU JIOCTYIA, JIOTHHBI U KAKHE-TO HOMEpa;

2. Vcnionp3y# 1 0OHOBIISI aHTHBHPYCHBIEC IPOTPaMMEI U OparaMayep. TeM caMbIM ThI 00€30IacHIITh ce0s OT
3aKa4yKH BUpyca Ha TBOE YCTPOICTBO;

3. [Ipu ucronr3oBannu Wi-Fi otkmoun Gyrkmwro "Oo6mmwii goctyn K Qaiinam u npuaTepaM”. JlaHHas QyHKIHSA
3aKpBITa IO YMOJIYaHHUIO, OJJHAKO HEKOTOPHIE TTOJIb30BATENN aKTHBHPYIOT €€ IS y100CTBa MCIOIB30BAHMUS B paboTe
i y4eoe;

4. He ucnions3yit myommansrid WI-F1 niist nepenaun THIHBIX JaHHBIX, HAIPUMEDP IJIS BBIXO/IA B COIMATBHEIC CETH
WIN B 3JIEKTPOHHYIO TOYTY;

5. Ucnone3yit Tonpko 3amumenHoe coenuaenne aepe3s HTTPS, a ae HTTP, 1.e. mpu Habope BeO-aapeca BBOAU
nmenno "https://*;

6. B MmobunsaOM Tenedone orkimoun Gpyaknuio "Tlogkmouenne k Wi-Fi aBTomatiueckn". He nomyckait
aBTOMATHYECKOTO TOAKIIIOUEHHS yCTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero cormacusi.



ConuajbHbIE CETH

CommanbHbBIC CETH aKTUBHO BXOJIAT B HAIY KU3HB, MHOTHE JIFOAM PabOTAIOT U *KHUBYT TaM IIOCTOSIHHO, a B Facebook
YK€ 3apETUCTPUPOBAH MUJUIHAP/L YEIIOBEK, UTO SIBIISIETCS. OJTHON CEAbMOMN BCEX JKUTENEH TUIaHeThl. MHOTHe
TTOJTH30BATENN HE IOHUMAIOT, YTO MH(DOpMAIHS, pa3MEIICHHAS UMH B COITMATBHBIX CETAX, MOXKET OBITh HalJICHA U
HCTIOJB30BaHa KEM YTOHO, B TOM YHCIIC He 0053aTENFHO C OJIaruMu HaMEpEHUSMHU.

OCHOBHBIE COBETHI 110 0€30IACHOCTH B COIMANIBHBIX CETSX:

1. Orpanuyb cucok Apy3eil. Y Te0s B Ipy3bix HE JOIDKHO OBITh CIIydaliHBIX W HE3HAKOMBIX JIFOJIEH;

2. 3amuImaii CBOI0 4acTHYIO Jkn3Hb. He ykaspiBail mapoiu, TenedoHsl, aapeca, JaTy TBOErO POXKACHHUS U IPYTYIO
JUYHYI0 HHPOpMAIHIO. 3II0YMBIIUIEHHUKH MOT'YT UCIIONB30BATh Jlaske HHPOPMAIIHIO O TOM, KaK Thl ¥ TBOH
POAWTENH TUIAHUPYETE TIPOBECTH KaHUKYIIbI;

3. 3amminaii CBOIO perryTaluio - JEp>KU ee B YHCTOTE M 3a]aBaii cebe BOIpoc: XoTel OBl ThI, 4YTOOBI Jpyrue
TIOJTB30BATENN BUJEIH, YTO ThI 3arpyxaeins? [Togymaii, mpexe 4eM 4To-To OnyOINKOBaTh, HANIMCATh U 3arPY3HTh;
4. Eciy TbI TOBOPHIIB C JIFOJIbMH, KOTOPBIX HE 3HACIIIb, HE UCTIONB3Yil CBOE PEealIbHOE UMl U IPYTYIO JINYHYIO
nH(pOpMaLK: UM, MECTO JKUTEIBCTBA, MECTO YueObI U Mpouee;

5. N3beraii pasmenienus pororpaduii B IHTepHETE, T1€ THI N300pa)KEH HA MECTHOCTH, 10 KOTOPOH MOXKHO
OIPEJIETIUTH TBOE MECTOIIONIOKEHNE;

6. I1pu perucrpanuu B COIUAITBLHON CETH HEOOX OIMMO MCIIOIb30BaTh CIIOXHBIE TTAPOJTH, COCTOSIINE 13 OyKB U LU(P
U C KOJIMYECTBOM 3HAKOB HE MeHee &;

7. JInst conmanbHO# ceT, MOYTHI U IPYTHX CAaHTOB HEOOXOAMMO UCTIONb30BaTh Pa3HbIe napoiu. Toraa eciau Teds
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJTy4aT IOCTYI TOJIBKO K OTHOMY MECTY, a HE BO BCE Cpa3y.

JJIeKTPOHHDBIE IEHbI'H

DJIeKTPOHHBIE IEHBTU - 3TO OYEHb YAO0OHBII COCO0 TIaTeX e, OTHAKO CYHIECTBYIOT MOIICHHUKH, KOTOPbIE XOTAT
MOJIYYUTHh OTHU ACHBI'U.

DJIeKTPOHHBIE ICHbIU TIOSIBUINCH COBCEM HEIABHO M UMEHHO M3-33 3TOr0 BO MHOTHX TOCY/IApPCTBaxX JIO CHX IOp HE
MPOITMCAHO MPO HHUX B 3aKOHAX.

B Poccun sxe oHM QYHKIIMOHUPYIOT M O HUX YK€ IIPOIMCAHO B 3aKOHE, TJIe UX Pa3/eisioT Ha HECKOIBbKO BUIOB -
AQHOHMMHBIC M HE aHOHMMHbIE. Pa3HUIIA B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs IPOBOAUTh
orepauu 0e3 UIeHTU(GUKAIMHY TTO0JIb30BATENS, & B HCAHOHUMHBIX WACHTU(UKALIUS [TOJb30BATENS SBISCTCS
00s13aTeNbHOM.

Taroke cieayer pa3indarh NEKTPOHHbIE (PUATHBIE JICHBIM (PaBHBI TOCYJAPCTBEHHBIM BAJIIOTAM) U 3JIEKTPOHHbBIE
HeduaTHbIC IeHBIH (HE paBHBI TOCYAaPCTBEHHBIM BAJFOTAM).

OCHOBHBIE COBETHI 10 O€30MacHO padoTe ¢ IIMEKTPOHHBIMH AEHBIAMH:

1. ITpuBsokY K cueTy MOOHIBbHBIN TeneoH. DTO caMblil yIOOHBIN M OBICTPBIN CITOCOO BOCCTAHOBUTH JJOCTYII K
cuery. [IpuBsizaHHbIN TeneOH MOMOXKET, eciu 3a0y/Iellb CBOU IIATEKHBIN Mapoib WIK 3ai/iellh Ha CalT ¢
HE3HAKOMOTI'O yCTPOWCTBA;

2. Ucnionp3yit oqaOpazosbie naponu. [lociie mepexona Ha yCHICHHYIO aBTOPHU3ALIUIO TeOE yxKe HE OyIeT yrpokaTh
OIIACHOCTh KPa)k! WJIM MEpEXBaTa IIATEKHOTO HaPOJIs;

3. Beibepu croxHbIit mapons. [IpectynarkaM OyzmeT He MPOCTO yragaTh CIOKHBIA Mapois. HanexHple maponu - 3To
TIApOJIH, KOTOPEIE COIEpKAT HE MeHee 8§ 3HAKOB M BKITIOYAIOT B Ce0s1 CTPOYHBIE U TPONHCHBIE OYKBBI, IIH(PHI 1
HECKOJIBKO CHMBOJIOB, TaKHe KaK 3HaK Jojuiapa, GpyHTa, BOCKIMIATENbHbIH 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOM CBOM JIMYHBIE JAHHBIE HA CaliTax, KOTOPHIM HE JI0BEPSCIIb.

DJIeKTPOHHAS MOYTA

DJEKTPOHHAS IT0YTA - ATO TEXHOJIOTHUS U MPEIOCTABISIEMbIC €10 YCITYTH IO MIEPECHUIKE U ITOYIEHUIO AJIEKTPOHHBIX
coO00IIeHHH, KOTOPBIE paclpeeiIaioTcs B KOMIBIOTEPHON ceTh. OOBIYHO JIEKTPOHHBIA TOYTOBBIH SIIUK BBITIISIIHT
CIIEIYIOIM 00pa3oM: UMs_TIOJb30BaTeISI(@UMS_JJOMeHa. Takxke KpoMe Nepeiady MPOCTOro TEKCTa, UMEeTCs
BO3MOXKHOCTB TIepeNiaBaTh (haiiiibl.

OcHOBHBIE COBETHI 110 Oe30macHoi paboTe ¢ 3JEKTPOHHON HOUTOH:

1. Hago BBIOpaTh MpaBWIIBHBIN MOYTOBBIN cepBUC. B MHTEpHETE €CTh OrpOMHBII BEIOOP OECTIIIATHBIX MOYTOBBIX
CEepBHUCOB, OJJHAKO JYUIIE JOBEPSTH TEM, KOTO 3HACUIb U KTO MEPBBIN B PSUTHHTE;

2. He ykaspIBaii B TMIHON mouTe JTMUHYI0 HH(OopManuio. Hanpumep, mydrie BIOpaTh "My3bIKaabHEIN  (haHaT@"



nnu "pox2013" Bmecto "temal3";

3. Ucnone3yil AByX3TAIIHYIO aBTOPHU3ALHMI0. DTO KOTAa MIOMUMO Napois HY’)KHO BBOAUTH KOJI, IPUCBIIAEMBIH 110
SMS;

4. Be1Gepu CIIOKHBIN MTapoib. [ KaXI0ro TIOYTOBOTO SIIUKA JOIDKSH OBITh CBOM HAICKHBIA, YCTOWIUBBIN K
B3JIOMY [1apOIb;

5. Ecniu ecTh BO3MOYKHOCTB HAIICAaTh CAMOMY CBOM JIMYHBIA BONIPOC, UCHOIB3YH 3TY BO3MOXKHOCTH;

6. Vicnionb3yil HECKOIbKO MOYTOBBIX SAIIMKOB. [IepBEIil 71 YacTHOM MEPEnuCKy ¢ apecaTaMu, KOTOPBIM ThI
JIOBEpsielb. JTO 3JIEKTPOHHBIN aJpec He HaJI0 MCIIONb30BaTh PU PETHCTPAIMU Ha opyMax U calTax;

7. He oTkpbIBaii (aiiyiel 1 qpyrue BIOKEHUS B MHUChMaXx, Ja)e €ClIM OHH NPUIIUIA OT TBOUX Apy3ei. Jlydme yrounn
y HUX, OTHPABIISII JIM OHH TeOe 3TH (aiiibl;

8. ITociie oxoHYaHUs PaOOTHI Ha IIOYTOBOM CEPBHUCE NEpE]] 3aKPBITHEM BKIIAJKH C CAliTOM He 3a0y/b HaXKaTh Ha
"BoriiT".

KubepOyiIMHT WM BUPTYaJIbHOE M3/1€BaTEIbCTBO

KubepOymniuHr - npeciieoBaHue COOOIIEHUAMHU, COAEPKAIMUMU OCKOPOJICHNUS, arpecCHIO, 3allyTUBAHHE;
XYJIUTaHCTBO; COIIMaIbHOE OOWKOTUPOBAHHUE C TOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcCHOBHBIE COBETHI 110 OOpHOE ¢ KHOEPOYITHHT OM:

1. He Opocaiics B 00, JIyummmii cmoco0: MoCOBETOBAThCS Kak ceOsi BECTH U, €CJIH HET TOr'0, K KOMY MOYKHO
00paTHUThCS, TO BHAYAJIE YCIIOKOUTHCS. EC ThI HAYHEIIb OTBEYATh OCKOPOJICHUSMH Ha OCKOPOJIEHHS, TO TOIBKO
ere OoJbIIIe pa3oROKeNTb KOH(IHKT;

2. Yrpasistii cBoell KnubeppenyTanueit;

3. AHOHUMHOCTb B ceTH MHUMas1. CyILIECTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOHUT 3@ aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyaUraHCKUI 00pa3 BUPTYalbHOM )HU3HU. VIHTEpHET (PMKCHUpPYET BCe TBOM JCHCTBUS M COXPAHSET
ux. Y aajaurh ux Oyaer KpaiHe 3aTpyAHUTENbHO;

5. Cobnronait cBOIO BUPTYaJIbHYIO YECTh CMOIIOY;

6. UrHopupy# equauuHbii Heratus. O{HOpa30Bbie OCKOPOUTENbHBIE COOOIICHHS JIydllle HTHOPUPOBaTh. OOBIYHO
arpeccus NpeKkpalaeTcst Ha Ha4alnbHOH CTaluu;

7. ban arpeccopa. B nporpamMmmax oOMeHa MTHOBEHHBIMH COOOIIEHHSIMH, B COLMATIBHBIX CETAX €CTh BO3MOYKHOCTb
OJIOKUPOBKH OTIPABKH COOOIIECHUHN C ONPEICIICHHBIX aJ[PECOB;

8. Ecu ThI cBHzeTens kubepOyuinara. TBOM AefcTBHSA: BHICTYNIUTh IPOTUB MIPECIEA0BATEN, I0KA3aTh eMy, YTO
€ro IeUCTBUS OLCHUBAIOTCS HEraTUBHO, OJJIEPKaTh KEPTBY, KOTOPOI Hy)KHA IICMXO0JIOTHYecKast IOMOILb,
COOOIUTD B3POCIBIM O (PaKTE arpecCUBHOIO IIOBEICHHUS B CETH.

MoouibHbIH Tes1e¢ oH

CoBpemeHHBIE cMapT(HOHBI U IUIAHIIETH COIEpKaT B cebe BIOMHE B3POCBI (YHKIMOHAM, ¥ TEIePb OHU MOTYT
KOHKYPHPOBAaTbh CO CTAlIHOHAPHBIMHU KOMIbIoTepaMu. OJHAKO, CPEICTB 3aIIUTHI IS TOAOOHBIX YCTPOHCTB MOKA
OYEHb MaJIo.

TectupoBaHMe U OUCK YySA3BUMOCTEH B HUX MPOUCXOIMUT HE TaK MHTEHCUBHO, Kak 1y I1K, To sxe camoe kacaercs u
MOOWJIBHBIX ITPUIIOKEHUH.

CoBpeMeHHbIE MOOWIIBHBIE Opay3ephl yXKe IPaKTHIECKH JOTHAIN HACTONBHbBIE aHAJIOTH, OTHAKO paclINpeHHe
(GyHKIMOHANA BIIeYET 32 COO0H OONBUIYIO CIOKHOCTh M MEHBLIYIO 3AIIHILIEHHOCTb.

Jlanexo He Bce MPOM3BOANTENH BBIITYCKaIOT OOHOBJICHHS, 3aKPBIBAIOIINE KPUTHUECKUE YSI3BUMOCTH U1 CBOMX
YCTpPOMCTB.

OCHOBHBIE COBETHI TSI 0€30MaCHOCTH MOOMIIBHOTO TenedoHa:

Hudero He siBnsieTcs mo-HacTosmeMy OecriaTHbIM. By ocTopoxeH, Beap Korjaa Tede IpeaiaraloT OecIuiaTHbIN
KOHTEHT, B HEM MOT'YT OBITB CKPBITHI KaKHe-TO IIaTHBIE YCIYTH;

Hymaii, mpexnae geM otnpaBuTh SMS, ¢oTo mwiu Buneo. Tol TOUHO 3HACIIB, TJe OHU OYIyT B KOHEYHOM UTOTE?
Heo6xomnmMo 0GHOBIISTH OIIEPAIMOHHYIO CHCTEMY TBOETO cMapT(doHa;

HVcnone3yii aHTUBHPYCHBIE IPOrPaMMBI [Tl MOOMIIBHBIX TENe(OHOB;

He 3arpyxaii mpuiio)keHHs1 OT HEU3BECTHOI'O UCTOYHHKA, BEIb OHU MOTYT COJIEP)KaTh BPEIOHOCHOE IIPOTrPaMMHOE
o0ecreueHue;

ITocrne Toro kKak ThI BEIHAEIIB C caifTa, Tie BBOIII JIMUHYIO HHOpPMAINIO, 3aiiIi B HACTPOWKH Opay3epa n yianu
cookies;

[eproanyaecku npoBepsiid, Kakue IIaTHBIE YCIYTH aKTUBHPOBAHBI HA TBOEM HOMEDE;

JaBaii cBoif HOMep MOOMIBHOTO Tesie()OHa TOIBKO JIFOASIM, KOTOPBIX ThI 3HACIIb U KOMY JIOBEPSIEIIb;



Bluetooth JOJIDKCH OBITH BBIKJIFOYCH, KOI'la Thbl UM HE MOJIb3YCIIbCA. He 3a0n1Bait HUHOrla MpoOBEPATH ITO.

Online urpn1

CoBpeMeHHbIE OHJIAHH-UTPHI - 3TO KPAaCOYHbIE, 3aXBaTHIBAIOLINE Pa3BICUCHHs, OOBEIMHIIONINE COTHH THICTY
YeJIOBEK IT0 BceMy MUpY. MIrpoku ucciienyroT JaHHbIH UM MHp, OOIIAIOTCS IPYT C APYTOM, BBITIOIHSIOT 3aaHus,
Cpa)karoTCs ¢ MOHCTPAMU H MONYYaoT OMIBIT. 33 YAOBOJIBCTBHE OHM ILTATAT: MOKYIAOT JTUCK, OIIaYUBAIOT
aOOHEMEHT WJIN TIPHOOPETAIOT KaKHe-TO OILIUH.

Bce a1 cpencTBa uayT Ha HoAAepIKaHNUE U Pa3BUTHE UTPHI, 4 TAKKE HA caMy 0€30T1aCHOCTB: COBEPILICHCTBYIOTCS
CHCTEMBI aBTOPU3aIHH, BBIITYCKAIOTCSl HOBBIE MAaTYH (LM(PPOBBIE 3aIUIATKH IJISl IPOTPAMM ), 3aKPBIBAIOTCS
YSI3BUMOCTH CEPBEPOB.

B 110100HBIX Urpax CTOUT OIacaThCsl HE CTOIBKO CBOMX CONEPHHUKOB, CKOJIBKO KPaXkKM TBOET'O TIapois, HA KOTOPOM
OCHOBaHa CHCTEMa aBTOPH3ALUH OOJIBIIHCTBA UTP.

OCHOBHBIE COBETHI 110 0E30IIaCHOCTH TBOET'O UTPOBOT0 aKKayHTa!

1. Ecnu apyroii urpok BezieT ceds IUI0X0 WIK cOo3/aeT TeOe HEIPHATHOCTH, 3a0JIOKUPYil €ro B CIIMCKE UTPOKOB;

2. INoxamy¥icst aAMUHUCTPATOPaM MIPBI HA TJIOXOE MOBEJCHUE ITOTO UTPOKA, KETATENBHO IPUIOKUTH KaKHE-TO
JI0Ka3aTeNbCTBA B BUJIE CKPUHOB;

3. He yka3piBaii mruHyro nH(poOpMaIuio B npodaiine urpsr;

4. YBaxaii Ipyrux y4aCTHHKOB 110 UTDE;

5. He ycranaBnuBaii Heo(pUIIMANbHBIE TATYH U MOJIBL;

6. Vicnione3yii clIo)XHBIE U pa3HbIE Mapoiiy;

7. Jaxxe BO BpeEMsI UI'Pbl HE CTOUT OTKJIOUaTh aHTUBUPYC. [10Ka Thl Urpaelib, TBOM KOMIIBIOTEP MOT'YT 3apa3HTh.

OUIIMHT WIH KPakKa JUYHBIX JAHHbIX

OOBIUHOM KpaXkel AEHEeT U JOKYMEHTOB CErOJHs y)K€ HUKOTO He YIUBHIIb, HO C PAa3BUTHEM HHTEPHET-TEXHOJIOTHIH
3JIOYMBIIIJICHHUKU EPEMECTIIINCH B HHTEPHET, U MPOJOIDKAIOT 3aHUMAThCS "MIOOMMBIM" I€I0M.

Tax nosiBUIach HOBas yrpo3a: HHTEPHET-MOIICHHIYECTBA WM (DUIIUHT, TJIaBHAs LeJIb KOTOPOI'0 COCTOUT B
TIOJTYYeHUH KOH(PHICHIINATbHBIX JIJAHHBIX MOJI30BATEIIEH - JIOTMHOB U naposeil. Ha anrnuiickom si3bike phishing
gutaercst kak gumunr (ot fishing - peibHast oBss, password - maposs).

OCHOBHBIE COBETHI 110 OOPHOE ¢ PUIINHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Ecim ThI ozio3peBaeliib, 4YTo TBOS aHKeTa ObUla B3JIOMaHa, TO HE0OXO0IMMO
3a0JIOKMPOBATh €€ U COOOLIUTH aAMHHHICTPATOpaM pecypca 00 3TOM KaKk MOXKHO CKOpee;

2. Ucnonb3yii 6e30nacHble BEO-CalThL, B TOM YHCIIE, HHTEPHET-Mara3MHOB M IIOUCKOBBIX CHCTEM;

3. Hcnonb3yii croxHbIe ¥ pa3Hble naponu. Takum o0pa3oM, eciu Tedst B3IOMAIOT, TO 37I0YMBIIUIEHHUKH MOTy4aT
JOCTYI TOJIBKO K OHOMY TBOEMY IIPO(HITIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B3IOMaIH, TO HEOOXOIMMO NPEeIyIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpBIE JOOaBIIeHb! Y TeOs B
JPY3bsX, O TOM, YTO T€OsI B3JIOMAM U, BO3MOXKHO, OT TBOET'O UIMEHH OYZIET PacCchUIaThCs CIIaM U CCBUIKH Ha
(UIIMHTOBBIE CAMTHI;

5. YcranoBu HanexHsid napois (PIN) Ha MoOwIbHBIH TenedoH;

6. OTKIIIOYH cCOXpaHEeHHe Mapoist B Opaysepe;

7. He oTkpbiBaii (aiiyibl U qpyrue BIOXKEHUs B MHChMaX, JaXe €CIIM OHH MPUIIUTA OT TBOUX JApy3eit. Jlydie yrounu
Y HHX, OTIIPABIISUIN JIX OHK TeOe 3TU (aiiibl.

Mudposas penyranus

[Tudposas permyranus - 3TO HETaTUBHAS WM TO3UTHBHAS MHpOpMaIWms B ceTn o Tedbe. Kommpomerunpyromas
nH}popmanus, pa3MeIIeHHas B HHTEPHETE, MOXKET Cephe3HBIM 00pPa30M OTPa3HUThCS HAa TBOSH peabHON KU3HH.
"Hudpoas pemyranus” - 3TO TBOW UMUK, KOTOPEIHA (opMupyercs n3 nHpopMmaimn o Tebe B MHTEPHETE.

TBoE MecTo KHUTENbCTBA, yIeObl, TBOe (PHHAHCOBOE TIONOKECHHE, OCOOCHHOCTH XapaKTepa U PacCKa3bl O OIU3KUAX —
BCE 3TO HAKAIUTUBAETCS B CETH.

MHorue NoApOCTKH JIETKOMBICIIEHHO OTHOCSTCSI K ITyOIMKanuy TMIHOH nHpopmanun B lHTEpHETE, HE TOHMMAas
BO3MOXKHBIX MOCTIEICTBUH. THI 1ake HE CMOXENIb JOTalaThesl O TOM, UTO (oTorpadus, pasMenieHHas 5 JeT Ha3as,
cTaja MPUYMHOKM OTKAa3a MPUHATH TeOs Ha padoTy.

Kommenrapuy, pasmenienue TBoux dotorpaduii n npyrie eHCTBUS MOTYT HE HCUE3HYTh Jja’ke MOCIe TOro, KaK Th
nXx ynanuib. Thl He 3Haellb, KTO COXPAaHWI 3Ty HHPOPMAIHIO, TI0Naa JIX OHA B TIOMCKOBBIE CUCTEMBI U



COXpaHWIIACh JIM OHa, a TIIABHOE: YTO MOAYMAIOT O Tebe OKpY>KaloIIne JI0IH, KOTOpble HAWAYT U YBUIAT 3T0. Halitn
nH(pOpMAaNNIO MHOTO JIET CITYCTSI CMOXKET JIF000#1 - Kak U3 JOOPHIX MOOYXIEHHUH, TaK U C HAMEPEHHEM NTPUINHHUTH
Bpel. DTO MOXKET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3aIIUTE MUPPOBOI pEIyTAIHH:

1. TTomymaii, mpexze YeM 4To-To MyOJIUKOBATh U IepeaaBaTh y ceOs B OJIOre WK B COITUATLHON CETH;

2. B HacTpoiikax npohuiis yCTAHOBU OTPaHWYCHHS Ha IPOCMOTP TBOETO MPOQHIISL U €ro CONEPKUMOro, CleNai ero
TOJIbKO "5t Apy3ei”;

3. He pa3memaii u He yka3biBait HH)OPMAITHIO, KOTOPas MOXKET KOTr0-THO0 OCKOPOJISATh WA O0MKATh.

ABTOpCKOe IPaBo

CoBpeMeHHBIE IIKOJIBHUKH - aKTHBHBIE MTOJIB30BATENN HU(PPOBOro npocrpaHcTsa. OHAKO AajeKo He BCE 3HAIOT,
YTO MOJIb30BaHNE MHOTMMH BO3MOXKHOCTSMH HU(PPOBOTO MUpa TpeOyeT coOI0IeHUs IIPaB Ha WHTEIUIEKTYaIbHYIO
COOCTBEHHOCTb.

TepmuH "UHTEIUIEKTYalIbHAs COOCTBEHHOCTB" OTHOCHTCS K Pa3IMYHBIM TBOPEHUSIM YEIOBEYECKOT0 yMa, HAauUMHAS C
HOBBIX M300pETEHUH U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha POAYKTHI U YCIYTH, ¥ 3aKaHUMBAasi KHUT'aMH,
¢dororpadusmMu, KHHOPUIBEMaMH U My3bIKAJIbHBIMH TIPOU3BE/ICHUSIMH.

ABTOpCKHE TIpaBa - 3TO NpaBa Ha WHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTh Ha IPOU3BE/ICHUST HAYKH, JINTEPATYPhI U
UCKYCCTBA.

ABTOpCKHE NpaBa BBICTYIAIOT B KAYECTBE TAPAHTHH TOTO, YTO MHTEIUIEKTYaIbHBIH/TBOPUYECKHU TPY/] aBTOpa HE
OyIeT HampacHbBIM, JaCT eMY CIpaBe/UINBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3ynbTaTax CBOEro Tpy/a, MOJTY4UTh
W3BECTHOCTH U MpH3HaHue. HUuKTO O3 paspelieHns aBTopa He MOXET BOCIIPOM3BOAMTH €r0 MPOU3BEICHUE,
PpacIpoCTpaHsTh, TyOJIUYHO AEMOHCTPUPOBATH, IPOJIABaTh, UMIIOPTHPOBATh, ITYCKATh B MPOKAT, MyOIMIHO
UCIIOJIHATD, IOKA3bIBATH/UCIIONHATh B 3upe win pazmeniats B HTepHeTe.

Hcnosnp3oBanue "mUpaTcKoro” mporpaMMHOro odecriedeH st MOXKET MPUBECTH K MHOTUM PUCKaM: OT MOTEpH
JaHHBIX K TBOMM aKKayHTaM 10 OJIOKHPOBKH TBOET'O YCTPOMCTBA, I/ie yCTAaHOBJIEHA HeJleranbHas nporpamma. He
CTOHMT TaKKe 3a0bIBaTh, YTO CYLIECTBYIOT J€ralbHbIe M OeCIIaTHbIEe IPOrPaMMBI, KOTOPBIE MOKHO HAlTH B CETH.

O noprane

CereBH4OK.p( - TBOI ITTaBHBIA COBETYMK B CETH. 31€Ch Thl MOKEILb Y3HATh O OE30MACHOCTH B CETH MOHATHBIM H
JOCTYIIHBIM S3bIKOM, a IIPH BO3SHUKHOBEHHH KPUTHUYECKOH CUTyallul 00OPaTUTHLCS 32 COBETOM. A TaKoKe NPUHATH
y4dacTue B KOHKYPCaxX U CTaTh CaMbIM IU(POBBIM IpaskAaHUHOM !



